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SandGrain token authentication

The SandGrain CyberRock solution for end node
authentication provides a paradigm shift compared to
current solutions. Identification and authentication are an
age-old challenge, and many solutions exist. They can be
clustered into several categories, including paper bar and
QR codes, (secure) microcontrollers with stored identities,
trusted platform modules or cloud-based services. All of
these suffer from at least one of the following essential
drawbacks:

« are not electronic or remotely readable

« are asingle point of trust, so when hacked can be infinitely
copied and copies cannot be detected as being illegal

« although reliable, are much too complex and expensive

* require X.509 certificate services and regular, expensive
updates (if the systems owner strives to be Cyber
Resilience Act compliant)

 have no hardware root of trust

The SandGrain solution has none of these drawbacks and
instead offers post-quantum resilient (PQR) authentication
and infinite scalability. How do we achieve that? By offering
a solution based on two totally different but complementary
elements, that jointly provide the best possible system
robustness for globally unique authentication.
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The first element is a small IC, that can be easily added to the
electronics of the end node module. This CyberRock Token,

in contrast to existing identification ICs, does not contain any
programmable microcontroller or associated memory. Instead,
it is a hard-coded device that contains a factory-coded globally
unique identity, as well as a device-unique authentication

key. The IC performs just one critical operation: provide a
challenge/response authentication based on the standardized
NIST FIPS198-1 Keyed-Hash Message Authentication Code
(HMAC), which in turn uses the FIPS 180-2 Secured Hash
Algorithm (SHA-2586). A typical authentication procedure
starts with the CyberRock Token receiving a challenge word
from CyberRock Cloud. The token’s unique identity, challenge
word and computed response word are then sent through the
customer system back to the CyberRock Cloud trust service
platform for verification.

CyberRock Cloud is the core of the authentication trust
service and performs multiple functions, of which the most
important is the symmetrical HMAC. The challenge word
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that was sent to the token is generated freshly in CyberRock
Cloud, specifically for each specific CyberRock Token. Using
the known (unique) identity of the token and the unique
challenge word, CyberRock-Cloud then performs an HMAC
challenge/response operation identical to the hardware HMAC
in the token. Only if the responses calculated by the IC and
CyberRock Cloud are identical, is a positive authentication
result sent to the customer system.

Because CyberRock Cloud maintains an anonymous
database of all identities issued by SandGrain and claimed/
used by customers, it adds unique lifecycle status tracking
across the lifetime of an identity. Thus, facilitating lifecycle
management, circularity, advanced service processes and
asset management. But at its core, it provides the remote
digital identity that is essential for configuration management
of connected systems. This identity can be read and verified
whenever and as often as desired by the device management
platform (DMP) of the system owner.
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Comparison of today’s solutions for system security, which are based on TPMs in the edge node and security measures built
on top of that. Given the “unprotected” end nodes this makes the integral system solution unsecure. Using the SandGrain
authentication service down to the end nodes provides the basis for integral system security.
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Post-quantum resilience
and the CRA

To understand and appreciate the power of the CyberRock
solution it is necessary to dive deeper into the security
requirements driving the market.

The first is the European Cyber Resilience Act (CRA), which
describes the cybersecurity requirements for hardware and
software products with digital elements placed on the European
Union market. It simply demands proper levels of security for
such systems that prevent hacks and abuse, and if they do
occur quick response and repair times. In case of negligence
heavy fines are possible. The CRA mandates many of the basic
security functions required to provide secure solutions: identity
authentication, secure firmware download and secure boot.

All these functions start with reliable, authenticated identities of
all nodes in a connected system.

In parallel there is a second drive for improved security:
Post-Quantum Resilience (PQR). This development is driven
by the emergence of quantum computing, which will have
the processing power to crack many of today’s cryptographic
systems. PQR is the general requirement that future secure
systems must withstand even the most powerful quantum
computers.

The power of the SandGrain CyberRock system is in providing
the basis for CRA compliance, while at the same time offering
a unigue PQR solution. The foundation of both lies in the use
of symmetrical authentication. More specifically the challenge-
response authentication based on the standardized FIPS198-1
HMAC using the FIPS 180-2 SHA256 hash function. NIST,

the US Institute for Standards and Technology, formally states
that systems using symmetrical authentication based on HMAC
using SHA256 are expected to remain secure in the foreseeable
future, even against the threat of quantum computers.

This also applies to the CyberRock system, making it a robust
authentication solution capable of withstanding all known threats
to date.

Ease of use and total cost
of ownership

One of the main advantages of the SandGrain CyberRock
solution is its simplicity. Symmetrical authentication (in
the CyberRock Token and CyberRock Cloud) ensures

the hardware part of the solution can be kept very simple.
In comparison, today’s typical solutions for electronic
identification are Trusted Platform Modules (TPM) in
combination with X.509 identity certificates.

A TPM is an extremely secure microcontroller IC, with

an enormous amount of hardware and software security
measures to prevent any form of hacking. Given TPMs are
stand-alone solutions without any form of cloud back-up,
any hack has the potential to compromise an entire system.
Downloading the identity of the TPM and the associated
cryptographic keys into the IC, so-called provisioning, is

an extremely cumbersome, time-consuming and therefore
expensive operation. Furthermore, the certificates that come
with and guarantee the identity must be renewed every few
months if the system is to remain secure and comply with
the European Cyber Security Act (CRA). The TPM/X.509
combination is therefore used only in the higher layers of
systems, usually the edge controller or higher.

But these solutions are much too expensive for end nodes.
Sometimes the use of lower security level Secure Elements
(SE), stillin combination with certificates, can be seen on
end nodes. But this does not make the burden of certificate
provisioning and maintenance any smaller. This dilemma
means the end nodes of connected systems generally lack
proper solutions for authentication and therefore remain a
system’s weakest security spot.

In contrast the SandGrain CyberRock Token, as mentioned,

is a small (currently an 8-pin small outline package) IC that fits
on even the smallest end node and doesn’t require complex
hardware and software control. It communicates through a
standard SPI interface with any board controller, typically a
general-purpose microcontroller (MCU) or control ASIC. As
the data sent to and from the token IC does not contain any key
material, communication does not need to be secure, and data
can be sent unencrypted through the system to CyberRock
Cloud. More importantly, because the unique identity and
authentication key are hard coded into the chip, they effectively
act as the equivalent of an X.509 certificate.

Therefore, employing the CyberRock Token IC means that end
nodes do not require expensive certificates and their renewal
procedures! In other words, the total cost of ownership (TCO)
of the CyberRock solution is fundamentally lower than those
based on TPM or SE in combination with X.509 certificates.
Furthermore, the token can be activated and used from the
moment it is mounted in its application, even during system
assembly, manufacturing and testing.



Security down to the simplest end node of your 10T system

TPM plus Certificates vs. SandGrain

Chip Chip OEM Device PKI
manufacturing programming manufacturing enrolment

) check)
Chip UDID and

public key export * Immutable

bootloader
* Proof of

TPM plus process

* Random key * OEM public Hardware « Seta PKI with
generation on key in OTP (for manufacturing a Certification
the chip FW authenticity Authority (CA)

Firmware loading
« Import device
Tests (operational)
certificate

Remove test

genuineness - Specific keys and materials, debug
(trusted supply configuration access, set state

chain or chip
vendor certificate)

Standard CMOS
manufacturing
process

Key generation in
FIPS 140-2 secure
HSM SandGrain
hard coding of IC
with guaranteed
unique ID and
keys

to production

All provisioning during
token manufacturing

Service Field device
on-boarding management
« Device « Updates
provisioning on (firmware and
cloud service certificates)
platforms .
« Lifecycle
* Register device operations
ownershipto a (ownership
customer and change, end-of-
services life, provision to

new services...)

Authentication service
much earlier in life cycle

» Support FW
download
authentication

« Secure boot

« Lifecycle
operations

(ownership
change, end-of-
life, new services

)

The top line shows the typical, multi-step provisioning process to embed the encryption keys and identity into a TPM or SE [courtesy of Cetome].
The bottom row shows the much-simplified process of SandGrain. The hard coding of the unique token ICs during production is equivalent to
all steps of provisioning a certificate into a programmable processor. As soon as the token IC is received by the customer it can be claimed
and authenticated. The integral SandGrain solution effectively supports the real application of configuration and lifecycle management in

connected systems.

Conclusions

End node security, with robust authentication as the basis, is essential for modern IoT system deployment
that is CRA compliant. SandGrain CyberRock trust services, based on two totally different but complementary
elements, jointly provide the best possible system robustness for globally unique authentication. Together the
two roots-of-trust — the hardware token on the end node and the cloud-based secure management platform -
create a unique post-quantum resilient secure solution.

A solution that is factory-preprovisioned, easy to apply, does not require regular certificate update, and
effectively has a low total cost of ownership. So why continue with expensive, cumbersome, application-heavy
X.509 certificates that require regular renewal for CRA compliance? The SandGrain CyberRock trust services
are more secure, cheaper and highly scalable — credibly delivering the long-desired security solution for IoT end
nodes in real-world deployments.
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