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Introduction

Batteries are an essential part of the energy transition.
Perhaps the most visible examples today are electrical
equipment and electric vehicles. But batteries also
underpin many other areas of our future energy system
including large battery systems as back-up energy
storage for homes, infrastructure and power grids.

These systems often comprise hundreds or thousands
of individual modules, which may be reused and
reconfigured across multiple lifecycles. While this
improves sustainability, it also creates challenges

in ensuring safety, reliability and proper lifecycle
management.

As deployments scale, operators must be able to trust
the origin, status and history of every module. At the
same time, emerging regulations such as digital battery

passports are driving the need for end-to-end traceability

to avoid batteries becoming an environmental hazard at
end-of-life.

Without a robust way to uniquely identify and verify
modules, these challenges are difficult to address.

Proper system management across all lifecycles is
therefore becoming increasingly critical. It requires not
only monitoring of electrical and thermal performance,
but also the ability to establish a trusted, verifiable
identity for each module that persists throughout
ownership changes or system reconfiguration.

In this paper, we explore how SandGrain’s CyberRock
supports these needs by providing a permanent, secure
and remotely verifiable identity for every battery module.
We show how this capability strengthens system
integrity, enables advanced security use cases, and
provides a practical foundation for future requirements
such as digital battery passports —allowing stakeholders
to improve safety, reduce risk and prepare for evolving
regulatory frameworks.
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Large battery systems need
multilevel monitoring

All battery technologies are based on basic chemical
reactions. The choice of reaction determines the output
voltage of an individual cell, which is typically around
1-4 V. To achieve higher voltages and larger currents,
multiple cells must be connected - in series to increase
voltage and in parallel to increase current.

Tens of cells are stacked into modules. Modules are
then stacked into battery packs and, depending on the
scale and needs of the final application, battery packs
are stacked into battery systems such as battery
back-up containers.

To ensure safe and optimised operation, voltage,
current and temperature should be monitored. In case
of a malfunction, the affected components need to be
disconnected and then verified or replaced.

In large systems, battery management is usually done
via a hierarchical architecture, with each level having its
own management and control solution. Monitoring at the
cell level would require so much interconnect wiring that
it would be prohibitively costly. Hence, monitoring and
management typically starts with the battery modules,
each of which includes an electronic control module
(ECM). The ECMs communicate with the battery pack
controllers, which in turn communicate to the battery
management system (BMS). The BMS is then connected
a higher-level monitoring or management system,
communicating through internet or intranet connections.
Such a multilevel architecture! is illustrated in Figure 1.
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Figure 1: A typical multilevel architecture for a large battery system. The expanded view on the
right shows the internal structure of a battery pack with multiple modules, each with its own ECM.

Given that each module is critical to the performance
and safety of the overall system, system management
must be able to trust the origin and reliability of every
individual module. Hence, each module should have a
unique identity assigned by a trustworthy source. This
can be achieved by giving each battery module a unique,
robust identity at the time of manufacture produced by
the original manufacturer. That identity should be:

* Permanent

* Electronically readable

* Verifiable at any moment

CyberRock for battery systems

SandGrain’s CyberRock integrated security solution
offers a streamlined way to assign and verify such an
identity for each battery module. As shown in Figure 2,
a CyberRock Trust Anchor IC is easily added to the
module’s ECM, interfacing with existing solutions via
the standard SPI bus. This provides a unigue identity
that can be authenticated at any point, either while the
module is part of a larger system or when it has been
removed, allowing the module to be tracked over its
entire lifetime during repair, refurbishment or reuse.
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Figure 2: A typical Electronic Control Module (ECM) with a sensor IC monitoring multiple battery
cell clusters, controlled by a standard microcontroller. Connecting a CyberRock Trust Anchor IC
to the SPI bus gives the ECM a unique, immutable identity.

CyberRock Trust Anchor ICs can be remotely read

and verified via the CyberRock Platform. The system
manager — whether that is the highest-level system owner
or the local BMS - can scan the entire battery system and
authenticate all the ECMs (and hence battery modules)
that it contains. A permanent connection to the internet
isn’t necessary: authentication can be either timed for
when the BMS is online or carried out locally using
pre-stored data.

1 The levels in the architecture would depend on the scale of the battery system. For example, a
typical electric vehicle would employ just one battery pack, in which case the BMS and battery
pack controller merge into one.
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Advanced use cases for increased security

For more advanced systems that require higher levels of
security and confidence, CyberRock Trust Anchor ICs
can be used to authenticate sensor data from the battery
modaules. This ensures that voltage and temperature
readings are not spoofed.

Similarly, CyberRock can be used to authenticate ECM

firmware updates, an increasingly necessary capability

due to the emergence of Al-based battery management

solutions. CyberRock is an ideal for protecting (Al-

based) firmware as it can authenticate both the download

and installation of Al-generated firmware on devices,

ensuring only trusted software is executed. As a result,

it helps:

* Prevent cyberattacks through malicious code

* Protect Al model integrity from corrupted or false data

» Support compliance and safety certification

 Prevent supply chain attacks

* Protect valuable (Al) intellectual property from illegal
copying and reverse engineering

Future-proof foundations for
trusted battery passports

The above applications highlight how CyberRock can
support safety and performance in battery systems
during operation. However, discarded batteries represent
a potentially huge environmental hazard hence there

is growing demand to track and monitor batteries
throughout their lifetime.

The huge numbers of battery systems in the field and
their long lifetimes makes lifetime monitoring a significant
challenge. Hence, many authorities are considering
some form of legislation to enforce its adoption. Europe
is leading the way here and is working hard to establish

a system of Digital Product Passports (DPP) for large
batteries, starting with those used in EVs.

The first step on this path was the EU Regulation
2023/1542, which requires EV battery manufacturers to
print on each module a QR code that links to a website
providing background on the manufacturing and
material content.

Clearly, this is insufficient as it does not allow the
module’s identity to be read remotely, electronically
and in real time. What is really needed is to equip each
module with a full DPP.

Such a system requires a unique, passport-defining
identity that can be registered, tracked and updated in
some central battery administration system under the
control of an independent governance body. Once again,
CyberRock represents the ideal solution. CyberRock
Trust Anchor ICs provide an immutable and unique
identity for each module, while the CyberRock Platform
offers robust symmetrical authentication of those
identities and can easily communicate with any future
central battery passport management system.

Moreover, CyberRock supports the identity of a piece
of hardware (in this case a battery module and its ECM)
throughout its lifetime. The identity can be read and
verified from the moment the module and ECM are first
activated in the module assembly plant.

At that moment, the identity can be registered in a central
DPP administration system and will remain the ECM’s
identity for the rest of its lifetime. When the battery
module is taken over by a company that builds battery
packs, ownership of the identity is transferred. The
same thing happens when the battery packis sold to a
system integrator and with any subsequent changes in
the ownership of the module. No matter how many times
ownership is transferred, the identity remains the same
because it is based on the CyberRock Trust Anchor

IC. Any information that needs to be tracked about the
module’s history can be stored in the central system.

Importantly, while the CyberRock-enabled identity is
registered in the central system only once, this can be
done at any point in the module’s lifetime. Hence it is
possible to start applying unique identities to battery
modules now — for example to enable the in-operation
monitoring outlined above — and then link the identities
to a future DPP system when it comes online. With the
political decision-making process around a final DPP
solution moving slowly, the ability to start building a
future-proof system today with the confidence that it will
comply with any future battery passport offers a low-risk
path to market.
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Figure 3: A battery management set-up. CyberRock authenticates modules in use and connects
to an official DPP registration system. The connection is unchanged when modules are reused in
a new system, ensuring life-long verification and monitoring / registration.

The foundation for trusted,
traceable battery (eco)systems

As battery systems grow in scale, complexity and
importance, the need for trusted identification, lifecycle
transparency and robust security becomes unavoidable.
From ensuring safe operation in multilevel architectures
to enabling second-life applications and regulatory
compliance, every battery module must be uniquely
identifiable, verifiable and traceable throughout its lifetime.

CyberRock provides a future-proof foundation to meet
these requirements. By embedding a permanent, secure
identity directly into each module and enabling reliable
authentication at any stage of its lifecycle, CyberRock
strengthens system integrity, protects critical data and
simplifies lifecycle management across stakeholders.

At the same time, it aligns seamlessly with emerging
regulatory frameworks such as digital battery passports,
allowing manufacturers and operators to act today while
remaining ready for tomorrow’s standards.
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